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U.S. Customs and Border Protection, DHS; Treas. § 103.23 

for CBP information, furnish CBP doc-
uments or testimony as to any mate-
rial contained in CBP files, any infor-
mation relating to or based upon mate-
rial contained in CBP files, or any in-
formation or material acquired as part 
of the performance of that person’s of-
ficial duties (or because of that per-
son’s official status) without the prior 
written approval of the Chief Counsel, 
as described in paragraph (b) of this 
section. 

(b) Employee notification to Counsel. 
Whenever a demand for information is 
made upon a CBP employee, that em-
ployee shall immediately prepare a re-
port that specifically describes the tes-
timony or documents sought and no-
tify the Assistant Chief Counsel or As-
sociate Chief Counsel for the area 
where the employee is located. If the 
employee is located at Headquarters or 
outside of the United States, the em-
ployee shall immediately notify the 
Chief Counsel. The CBP employee shall 
then await instructions from the Chief 
Counsel concerning the response to the 
demand. 

(c) Requesting party’s initial burden. A 
party seeking CBP information shall 
serve on the appropriate CBP employee 
the demand, a copy of the Summons 
and Complaint, and provide an affi-
davit, or, if that is not feasible, a state-
ment that sets forth a summary of the 
documents or testimony sought and its 
relevance to the proceeding. Any dis-
closure authorization for documents or 
testimony by a CBP employee shall be 
limited to the scope of the demand as 
summarized in such affidavit or state-
ment. The Chief Counsel may, upon re-
quest and for good cause shown, waive 
the requirements of this paragraph. 

(d) Requesting party’s notification re-
quirement. The demand for CBP infor-
mation, pursuant to the provisions of 
paragraph (c) of this section, shall be 
served at least ten (10) working days 
prior to the scheduled date of the pro-
duction of the documents or the taking 
of testimony. 

(e) Counsel notification to originating 
component. Upon receipt of a proper de-
mand for CBP information, one which 
complies with the provisions of para-
graph (c) of this section, if the Chief 
Counsel believes that it will comply 
with any part of the demand, it will 

immediately advise the originating 
component. 

(f) Conditions for authorization of dis-
closure. The Chief Counsel, subject to 
the provisions of paragraph (h) of this 
section, may authorize the production 
of CBP documents or the appearance 
and testimony of a CBP employee if: 

(1) Production of the demanded docu-
ments or testimony, in the judgment of 
the Chief Counsel, are appropriate 
under the factors specified in § 103.23(a) 
of this subpart; and 

(2) None of the factors specified in 
§ 103.23(b) of this subpart exist with re-
spect to the demanded documents or 
testimony. 

(g) Limitations on the scope of author-
ized disclosure. (1) The Chief Counsel 
shall authorize the disclosure of CBP 
information by a CBP employee with-
out further authorization from CBP of-
ficials whenever possible, provided that: 

(i) If necessary, Counsel has con-
sulted with the originating component 
regarding disclosure of the information 
demanded; 

(ii) There is no objection from the 
originating component to the disclo-
sure of the information demanded; and 

(iii) Counsel has sought to limit the 
demand for information to that which 
would be consistent with the factors 
specified in § 103.23 of this part. 

(2) In the case of an objection by the 
originating component, the Chief Coun-
sel shall make the disclosure deter-
mination. 

(h) Disclosure of commercial informa-
tion. In the case of a demand for com-
mercial information or commercial 
documents concerning importations or 
exportations, the Chief Counsel shall 
obtain the authorization of the Assist-
ant Commissioner (Field Operations) 
or his/her designee prior to the Chief 
Counsel authorizing the production/dis-
closure of such documents/information. 

[61 FR 19838, May 3, 1996, as amended at 78 
FR 70856, Nov. 27, 2013] 

§ 103.23 Factors in determining wheth-
er to disclose information pursuant 
to a demand. 

(a) General considerations. In author-
izing disclosures pursuant to a proper 
demand for CBP information, one 
which complies with the provisions of 
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§ 103.22(c), the Chief Counsel should 
consider the following factors: 

(1) Whether the disclosure would be 
appropriate under the relevant sub-
stantive law concerning privilege; 

(2) Whether the disclosure would be 
appropriate under the rules of proce-
dure governing the case or matter in 
which the demand arose; and, 

(3) Whether the requesting party has 
demonstrated that the information re-
quested is: 

(i) Relevant and material to the ac-
tion pending, based on copies of the 
summons and complaint that are re-
quired to be attached to the subpoena 
duces tecum or other demand; 

(ii) Genuinely necessary to the pro-
ceeding, i.e., a showing of substantial 
need has been made; 

(iii) Unavailable from other sources; 
and, 

(iv) Reasonable in its scope, i.e., the 
documents, information, or testimony 
sought are described with particu-
larity. 

(4) Whether consultation with the 
originating component requires that 
the Chief Counsel make a separate de-
termination as to the disclosure of the 
information requested. 

(b) Circumstances where disclosure will 
not be made. Among the demands in re-
sponse to which disclosure will not be 
authorized by the Chief Counsel are 
those demands with respect to which 
any of the following factors exist: 

(1) Disclosure would violate a treaty, 
statute (such as the Privacy Act, 5 
U.S.C. 552a, the Trade Secrets Act, 18 
U.S.C. 1905, or the income tax laws, 26 
U.S.C. 6103 and 7213), or a rule of proce-
dure, such as the grand jury secrecy 
rule, Fed.R.Crim.Proc. rule 6(e) (18 
U.S.C.App.); 

(2) Disclosure would violate a specific 
regulation; 

(3) Disclosure would reveal classified 
or confidential information; 

(4) Disclosure would reveal a con-
fidential source or informant; 

(5) Disclosure would reveal investiga-
tory records compiled for law enforce-
ment purposes, interfere with enforce-
ment proceedings, or disclose inves-
tigative techniques and procedures; 

(6) Disclosure would improperly re-
veal confidential commercial informa-

tion without the owner’s consent (e.g., 
entry information); 

(7) Disclosure relates to documents 
which were produced by another agen-
cy or entity; 

(8) Disclosure would unduly interfere 
with the orderly conduct of CBP busi-
ness; 

(9) CBP has no interest, records, or 
other official information regarding 
the matter in which disclosure is 
sought; 

(10) There is a failure to make proper 
service upon the United States; or 

(11) There is a failure to comply with 
federal, state, or local rules of dis-
covery. 

[61 FR 19838, May 3, 1996, as amended at 78 
FR 70856, Nov. 27, 2013] 

§ 103.24 Procedure in the event a deci-
sion concerning a demand is not 
made prior to the time a response 
to the demand is required. 

If response to a demand is required 
before the instructions from the Chief 
Counsel are received, the U.S. Attor-
ney, his/her assistant, or other appro-
priate legal representative shall be re-
quested to appear with the CBP em-
ployee upon whom the demand has 
been made. The U.S. Attorney, his/her 
assistant, or other appropriate legal 
representative shall furnish the court 
or other authority with a copy of the 
regulations contained in this subpart, 
inform the court or other authority 
that the demand has been or is being, 
as the case may be, referred for the 
prompt consideration of the Chief 
Counsel, and shall respectfully request 
the court or authority to stay the de-
mand pending receipt of the requested 
instructions. 

[61 FR 19838, May 3, 1996, as amended at 78 
FR 70856, Nov. 27, 2013] 

§ 103.25 Procedure in the event of an 
adverse ruling. 

If the court or other authority de-
clines to stay the demand in response 
to a request made in accordance with 
§ 103.24 pending receipt of instructions, 
or rules that the demand must be com-
plied with irrespective of instructions 
rendered in accordance with §§ 103.22, 
103.23, 103.26, or 103.27 of this subpart 
not to produce the documents or dis-
close the information sought, the CBP 
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